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Every time you make a payment or a 
purchase online, remember this simple tip:

NEXT TIME YOU PAY
OR PURCHASE…

Don't store your login
details on public or
shared computers.

Don't share your user
name and password

with others.

Use strong passwords
and change them

regularly. 

Look out for 
MasterCard SecureCode 

and Verified by
Visa logos to ensure
a site is legitimate.

For all 3D secured sites, 
a One Time Password
will be prompted for 
all ‘non- card present’
and online transaction.

After each transaction, 
an SMS will be sent 

to you. Always check 
the SMS.

Contact your bank 
if you receive any
suspicious SMS.

Always use licensed 
and up-to-date 

software and anti-virus 
programmes.

When using mobile 
applications, make sure the 
applications are o�cially 
issued by the merchants.

CONFIRM
Confidentiality

AUTHENTICATE
the Site 

RE-VERIFY
your Transaction

DETECT
Potential Fraud
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